Your Network: Security

A Heaven sent Angel?
Or...

A Demon About to Give you One?

Ray Snow
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*Human Error
*Software corruption

*Virus Attack

Soffware

*Hardware Error Surspiul Wiris
Attacks

*Sabotage

Natural Disaster
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Data backup:

Do you have a backup....? No...? Err....

No excuses. Your data is your most private and valuable asset. It’s what keeps you in
business and what separates you from your competitors. No data, no business.....
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Source: 'The cost of lost data’ by David M. Smith PHD
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Risks: Spam, Viruses and Malware

Top 20 Other Malware on SpamThru Bots

Trajan - Prosy Win32 Agent i 4614 infections
Trojan-Downloader MWin32. Small.cxx 3814 infections
Trojan - Downloader Win32. Obfuscated [ ] 3184 infections
Backdoor Win32 Agent acr (I #0015 infiectiorns
Trojan-Downloacer. Wing2, Small.oht [INNEGIGG ] 2401 infections
Trajan. Win32. Dialer o [ =466 infections
Trojan-Downloader W32, Small.cci - NG =357 iffections
Trojan—Downloacer Win32 Small.cyt: [N =261 infactions
Trojan-Downloader. Wing2 Tibs.o: 1NN 046 infection:
Trojan-Downloacer Win32 Tibs.ou [N 1 505 infections

Trojan-Downloader Win32. Small ctk [N 1560 iffection:s

Trojan —Prowy Win32. Lager.ac [N 1 1 6 infections

Packed Win32.PePatch.cyw [N 1575 infections
Trojan—Downloacer. Win32 agent by [ | 453 infections
Trojan. Win32. OpenPort.c [N 1 357 infections

Trojan—Clicker vWin32. 5malll: [N 1 154 infections

Trojan —Prosy Win32. Lager.co [N 1135 infections
Trojan-Downloader Wind2 . Small cic [ 1124 infections

Hoax Win32 Fenos.oz [N 1 00 infections
Trojan—P S Win32 . Sinowal.a: [N 553 infections

Total: 41,910 infections.....This is only the top 20 viruses. There are over
200,000 viruses!!
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Unwanted visitors — Intruders — The Truth

*Only 17% of companies report hacking to the law due to fear of negative
publicity.

*90% of networks have been hacked.

*58% of companies have detected outsiders trying to gain computer access
*30% don't know if there have been any attempts from outsiders.

*250, 000 attempts to break into Government systems in 1995. 65% were
successful.

*70% of web sites have security flaws.

Q: How do you stop intruders?
A: You need a commercial firewall which is configured correctly
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Don’t Panic....... Here’s your plan.

Firstly... Plan your security.

& Res WFO-TECH
*Know your pitfalls

*Prioritise your dangers

*Plan your improvements
*Seek advice

*Implement your security and

change company policies if needed

*Use the checklist we have provided to A ——
assist you =
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